
Modern Security Operations -
auch für Spitäler.

SIEMst du noch, oder 
MXDRst du schon?
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Security Operations Center (SOC) ?

Security Information & Event Management (SIEM) ?

Endpoint Detection & Response (EDR) ?

eXtended Detection & Response (XDR) ?

Wer fühlt sich aktuell gut und sicher ?

Anamnese - Kurze Bestandesaufnahme 



Traditionelle SOC 
HerausforderungenZu viele 
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Security 
Produkte

Hohe Anzahl
lauter Alarme

(NOISE)

Security-Skills 
sind MangelwareFehlende

Automatisierung
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Silos sind der Fluch der Security Operations

Die Integration dieser Silos ist eine Herausforderung



Die Integration dieser Silos ist eine Herausforderung
Erfordert einen enormen Aufwand für die Integration

Protect Investigate Remediate



Align to Mission + Continuously Improve
Responsiveness - Mean Time to Acknowledge (MTTA)

Effectiveness- Mean Time to Remediate (MTTR)

Analysts
and Hunters

Provide actionable security
alerts, raw logs, or both

https://aka.ms/MCRA

https://aka.ms/MCRA


Automatisierung und Austausch über die ganze Plattform innert kürzester Zeit



Align to Mission + Continuously Improve
Responsiveness - Mean Time to Acknowledge (MTTA)

Effectiveness- Mean Time to Remediate (MTTR)

Analysts
and Hunters

Provide actionable security
alerts, raw logs, or both

https://aka.ms/MCRA

https://aka.ms/MCRA


Spital Security Team

ION Data Science Mesh



• Prioritize incidents

• Prioritize responses

• Collaborate

• Remediate

Respond

• Detect/investigate/triage
• Adopt Microsoft alerts, signals

• Curate threat intel feeds

Detect
• Prioritize and advise on changes for:
• Patching

• Konigurationen

• Prozesse

Prevent

• Your environment

• Vulnerabilities

• Secure Score

• Incident history

• Threat hunt

Assess

Cyber Advisors Cyber Defenders

Proactive Reactive
Nonstop
SecOps



Your Team

Ontinue teams that support 
security operations with intelligence, 

automation, and engineering

Ontinue teams responsible for
day-to-day security operations

Data Science Team

Detection Engineering 
Team Threat Intel Team

Automation Team

Vulnerability AnalystsThreat
Hunters

Cyber Advisors Cyber Defenders

ION Cyber Defense Center



Zusammen sind wir stark und effizient

Your organization

People

Technology

Process
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Thank you!

Steve Mathis
Director, 
Sales Engineering EMEA
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